Use of Pareto Charts in Forensic Investigations

Pareto Analysis in Forensic Investigations
Note: this document was excerpted from the Audit Commander User Guide.

The Italian economist, Vilfredo Pareto, first postulated the “80/20” rule which has found
wide applicability. His finding was that 20% of the persons in Italy accounted for 80% of
the wealth. However, this finding has also found wide applicability in a number of areas,
especially in auditing and forensic investigations. Testing for the applicability of the rule
enables the auditor to focus on just the “key” areas.

Included in the Case Study is number 20 — “Hiker’s ‘R Us”. This case study pertains to a
fraud relating to customer refunds wherein insiders were able to obtain significant
amounts of money through various schemes. In this case study, although there appeared
to be adequate segregation of duties between the three primary areas — Call Center,
Customer Service and Treasury. However, an analysis of the data disclosed otherwise.

There are two metrics which can be used for a Pareto analysis:

1. Analysis by transaction counts
2. Analysis by transaction totals

These two metrics can be developed using any of a number of methods:

l. Selection of a key field such as vendor number, employee number, store,
location, etc.
2. Generation of a key field, based upon a transaction date, e.g.
a. Month
b. Year
c. Day of Week
d. Hour of Day

In the examples below, each of these techniques will be illustrated.

The data used for the examples shown is an excel work book named Customer
Refund.xIs”. This work book contains the examples for the Fraud case study — Hikers ‘R
Us. The workbook contains multiple sheets, containing transactions for the Call Center,
Customer Service, Treasury, etc. There are approximately 5,000 transactions which
cover a period of three months.

Summary

Pareto analysis can be a powerful tool for general use in auditing. It also has a variety of
uses in forensic investigations.
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Use of Pareto Charts in Forensic Investigations

Example Analysis

The key fields for analysis are the employee numbers and the various dates such as call

date, approval date, etc. A total of ten examples of Pareto Analysis will be shown:

Example 1 — Transaction Counts by Emplovee

Example 2 — Refund Amounts Processed by Employee

Example 3 — Transaction Counts by Month

Example 4 — Refund Amounts by Month
Example 5 — Transaction Counts by Dav of Week

Example 6 — Refund Amounts by Day of Week
Example 7 — Transaction Counts by Year

Example 8 — Refund Amounts by Year

Example 9 — Transaction Counts by Hour of Day

Example 10 — Refund Amounts by Hour of Day

The input form is shown below:

&= Pareto analysis - month

Le

YWhere

Trans Amount

|
|
key / Date |
|
|

Therme

LefLed Led

Title |Teat Fareto Chart

Status

Analvsis Twpe
i+ Muaonth

" Day of waek
" Year
" Hour

" Amount

Count £ Sum
+ Count

" Sum

Run
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An explanation of the data elements in the form:

* File — The name of the data source containing the information to be analyzed
(Can be Excel workbook, Access database or text file)

¢ Table — For Excel - the SheetName, For Access - the table, for Text - the file
name

*  Where — If only a subset of the data is to be reviewed, enter the criteria here

* Key/ date — For analysis by key field, e.g. vendor, customer select the key field
name, otherwise use the transaction date

e Trans Amount — The numeric amount to be tested

* Theme — (not currently used)

* Title — The title to be shown on the chart created

* Analysis Type — Key value, hour, day, month

e Count/ Sum — Select either counts or totals
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Use of Pareto Charts in Forensic Investigations

Example 1 — Transaction Counts by Employee

Input form

&= Pareto analysis - amount

File |C:1TestRData‘aCustumer Refund. xls

Le

Sheet |'Ca|| Center§’
Where |
Key / Date |Ca|| Employee

Trans Amaount |F{efund Arnourt

Theme |

LefLed Led

Status

Title |Refund Counts by Employee

Analvsis Twpe
" Muonth

" Day of waek
" Year
" Hour

v Amount

Count £ Sum
+ Count

" Sum

Run
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Chart results
Pareto - Counts by employee
100% 5000
G0%: 4000
g G0%: 3000 E
= g
=] =
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40%: -2000 -
20%: 1000
0% — : Lo
2 kK 8 E £ &8 FE 2 E 2 B
5
=
Call Employee

Largest: CG Frequency: 962.00 Value: 19.24
Next: SR Frequency: 237.00 Value: 4.74
Next: CE Frequency: 231.00 Value: 4.62

Conclusion

The employee with the largest counts is employee “CG” issued 962 refunds, and accounts
for 19.24% of the total. Since the counts are supposed to be spread evenly between
employees, this chart might raise some questions regarding the refunds issued by

employee “CG”.

Audit Commander — Pareto Charts Page 5
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Example 2 — Refund Amounts Processed by Employee

&= Pareto analysis - amount

File |C:1TestRData‘aCustumer Refund. xls

Sheet ‘Call Center§’ ~l
Yhere |
Key / Date |Ca|| Employee

Trans Amount |Amgunt

LefLed Led

Therne ||::|:|ral 1 - corn silk
Title |F'aret|:| - Counts by employee
otatus Results: ciMesttmp2\Step-412.txt

Analvsis Twpe
" Muonth

" Day of waek
" Year
" Hour

v Amount

Count £ Sum

" Count

Now let’s see the dollar amounts involved (just click the “sum” radio button).
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Chart results — example 2

Refund Amounts by Employee

100%: 1 F157 3222
0% 1258578
£ 60% La43933 2
2 :
E o
d —
40% FE2o2Eq W
20% - L 314644
oo NN B N B m B B ) "
5 02 5 B 2 OE B E B B E
o
3
Call Employee

Largest: CG Frequency: 296,250.22 Value: 18.83
Next: XS Frequency: 78,640.87 Value: 5.00
Next: SR Frequency: 77,651.48 Value: 4.94

Conclusion

Employee “CG” is also processing a substantial amount of refunds ($296,250) which
accounts for almost 19% of all refunds.
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Example 3 — Transaction Counts by Month

&5 Pareto analysis - month

S(=1E

File |C:"5Test‘-.Data‘nCustumer Fefund. xls

Sheet |'Ca|| Center§' j
Where |
ey / Date |CaIIDate

Trans Amaount |F{eﬁ_|n|:| Arnourt

Lel Le] Lo

Thetme |
Title | Pareto Chart - Count by Manth
Status Results: cMesttmp2iStep-433.tut

Analvsis Tvpe
* honth

" Day of week
" Year
" Hour

" Armount

Count £ Sum
* Count

" Sum

Fun
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Chart results — example 3

Test Pareto Chart - Count by Month

100%: 1 - a000
0% 4000
g B0% 3000 E
s 2
-} =
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40% -2000 S
20% 4 1000
0% ' ' ' ' a
= o o [ s
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&
I
Month

Largest: Jul Frequency: 2,218.00 Value: 44.36
Next: Aug Frequency: 1,397.00 Value: 27.94
Next: Sep Frequency: 1,321.00 Value: 26.42

Conclusion

July is the busiest month of the quarter, accounting for a little over 44% of the total
counts.
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Example 4 — Refund Amounts by Month

= Pareto analysis - month

File |C:1TestRData‘aCustumer Refund. xls

Sheet |'Ca|| Center§’ j
Where |
Key / Date CallDate

Trans Amaount |F{efund Arnourt

LefLed Led

Theme |
Title | Pareto Chart - Refunds by Month
otatus Results: ciMesttmp2\Step-434 tut

Analvsis Twpe
i+ Muaonth

" Day of waek
" Year
" Hour

" Amount

Count £ Sum
" Count

+ Sum

Run
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Chart results — example 4 Refund Amounts by Month

Test Pareto Chart - Refunds by Month

100% - L 1573222
50% 1258578
£ 60% La43933 2
: =
E @
d (=1
40% LE22an
20% L 314644
0% - : 0
= pag] o c £
3 3 E: 8 5 2

5
I
Month

Largest: Jul Frequency: 716,589.90 Value: 45.55
Next: Aug Frequency: 438,028 .43 Value: 27.84
Next: Sep Frequency: 397,118.00 Value: 25.24

Since the information is just for one quarter, we don’t expect to see any months other
than July, August and September.
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Example 5 — Transaction Counts by Day of Week

= Pareto analysis - day of week

L |C:1TestRData‘aCustumer Refund. xls ﬁnmﬁifhnne
Sheet |'Ca|| Center§’ j i Day of week

Yhere | " Year
ey / Date |CaIIDatE j = Hour
Trans Amount |Ref|_|r|d Arnount j " Amount
Theme | j Count £ Sum
Title |Reﬁ_|nd Counts by Day of Week " Count

£ Sum

Status Fesults: cMestitmpiStep-436 tut Fun
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Chart results — example 5 — Refund counts by day of week

Refund Counts by Day of Week

100% 5000
G0%: 4000
g B0%: 3000 E
s S
=] =2
o 2
40%: -2000 -
20%: ‘ \ 1000
(0% - r . ‘ ‘ r l r r n
Z g i g 5 i
= = = = g
=
Week Day

Largest: Thu Frequency: 1,459.00 Value: 29.18
Next: Wed Frequency: 1,397.00 Value: 27.94
Next: Fri Frequency: 739.00 Value: 14.78

Conclusion

Most of the refunds made are on Wednesday and Thursday. Note that there are few or
none on weekends (business is closed).

Audit Commander — Pareto Charts Page 13



Use of Pareto Charts in Forensic Investigations

Example 6 — Refund Amounts by Day of Week

= Pareto analysis - day of week

L |C:1TestRData‘aCustumer Refund. xls ﬁnmﬁifhnne
Sheet |'Ca|| Center§’ j i Day of week

Yhere | " Year
ey / Date |CaIIDatE j = Hour
Trans Amount |Ref|_|r|d Arnount j " Amount
Theme | j Count £ Sum
Title |Reﬁ_|nd Amountks by Day of YWeek £ Count

f* Sum

Status Results: ciiestitmpiStep-437 txt Fun
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Chart results — example 6 — Refund amounts by day of week

Refund Amounts by Day of Week

100%: 4 F1573222
80% F12558578
2
£ BO0% F943933
]
2
£
40% FE29289
20% 1 ‘ \ F314644
0% " . ‘ ‘ . l " T a
Z i i g 5 D
=
— g — = §
=
Week Day

Largest: Thu Frequency: 457,741 .54 Value: 29.10
Next: Wed Frequency: 434,205.83 Value: 27.60
Next: Fri Frequency: 232,767.35 Value: 14.80
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Example 7 — Transaction Counts by Year

&= Pareto analysis - year

File C:\Test\Datalfa. xls

Sheet |FA$

Le

YWhere |

key / Date |s'3-u:qDate

Trans Amaunt |C|:|st

Theme |

LefLed Led

Status

Title |Transa|:ti|:|n counts by Year

Analvsis Twpe
" Muonth

" Day of waek

& Year

" Hour

" Amount

Count £ Sum
+ Count

" Sum

Run
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Chart results — example 7 (Transaction counts by Year)

Transaction counts by Year

100%: 1 4050
0% 3240
g B0% - 24350 ?
s 2
-} =
o 2
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= = = = = = = =) =) =) =
Il Il Il [l [l [l [l — — — )
by

Year

Largest: 2006 Frequency: 1,485.00 Value: 36.67
Next: 2005 Frequency: 1,459.00 Value: 36.02
Next: 2007 Frequency: 653.00 Value: 16.12

Conclusion

Almost all of the transactions were in the years 2004 — 2007. Strangely, there were fewer
transactions in 2007 than 2006.
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Example 8 — Asset acquisition amounts by Year

&% Pareto analysis - year Z E'E'

; . Analvsis Tvne
File |C:\Test\Datatfa. xls ]
=heet
|F’&‘$ " Day of week

Whera | & Yaar

Le

Key / Date |A|::qDate j - Hour
Trans Amaount |C|:|st j ~ Amount
Theme | j Count £ Surmn
Title |Aaset Acquisition armounts| by Year £ Count

' Sum
Status Results: citestdmp2\Step-439. tut Rur
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Chart 8 — Amounts by Year

Asset Acquisition amounts by Year
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All Cther

Year

Largest: 2006 Frequency: 7,482,208.61 Value: 36.76
Next: 2005 Frequency: 7,459,080.16 Value: 36.65
Next: 2007 Frequency: 3,290,919.96 Value: 16.17
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Example 9 — Transaction Counts by Hour of Day

&= Pareto analysis - hour |;||E|[z|
; . Analvsis Tvoe
File |C."5Test‘-.Data‘nCustumer Refund. xls ~ Month
Sheet |'Ca|| Center}’ j  Day of week
Where | - e
Key/Date  [CallTime = | & Hour
Trans Amount  |Refund Amount = |~ Amount
Theme coral 1 - com silk | count/Sum
Title |Tranaa|:ti|:|n counts| by hour of day i+ Count
" Sum
Status Results: cMesttmp2iStep-443.tut Run
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Chart Results — example 9

Refund counts by hour of day

100% - 1573222
80% - - 1258578
£ 60% La43933 2
: =
E @
d (=1
40% 1 LEoazeg &
20% 1 - 314544
0% - Lo

All Cther

Largest: 5PM Frequency: 145,125.96 Value: 9.22
Next: 8AM Frequency: 141,397.19 Value: 8.99
Next: 4PM Frequency: 132,982.84 Value: 8.45

Refunds seem to be made fairly consistently during the day. However, note that there are
refunds being made outside normal business hours, e.g. 7:00 a.m., 6:00 a.m., etc. Oddly,
most refunds are being given between 5:00 and 5:59, which is after business hours...
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Example 10 — Refund Amounts by Hour of Day

&= Pareto analysis - hour

File |C:1TestRData‘aCustumer Fefund. xls f-"_nifl.lﬁifhnne

Sheet [Call Center | ¢ Day ofweek
Yhere | " Year
ey / Date |CaIITimE j * Hour
Trans Amount |F{efund Amount j ™ Arnount
Theme ||::|:|ral 1 - corn silk j Count £ Sum
Title |Refun|:| amaounts by hour of day " Count
+ Sum

Status Fesults: cMestitmpiStep-442 tut
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Chart results — example 10 — transaction totals by hour of day

Refund amounts by hour of day

100% - L 1573222
50% 1258578
£ 60% La43933 2
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20% L 314644

0% - Lo

All Cther

Largest: 5PM Frequency: 145,125.96 Value: 9.22
Next: 8AM Frequency: 141,397.19 Value: 8.99
Next: 4PM Frequency: 132,982.84 Value: 8.45
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